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Abstract

This paper introduces the Better Hide Communities (BHC) benchmark dataset aimed at standardizing evaluations in com-
munity deception across networks. BHC addresses the need for a common framework to assess the effectiveness of existing
and perspective deception strategies by enabling their comparative analyses. BHC serves as a foundation for future work in
developing sophisticated algorithms for community deception, enhancing the understanding of algorithmic abilities to employ
deceptive measures within communities. Additionally, it offers valuable insights into the varying degrees of resilience that
different detection algorithms exhibit against deception strategies.
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1 Introduction

Network analysis is of utmost importance across various
fields, spanning from social networks (Yang et al. 2013) to
biological systems (Fionda et al. 2008, 2009) and online plat-
forms (Fionda et al. 2016; Revelle et al. 2015). In particu-
lar, the detection and analysis of communities (Sobolevsky
et al. 2014; Yang et al. 2013) within networks is one of the
most critical tasks, enabling the understanding of complex
network structures and the interactions within. This process
not only helps in identifying densely connected groups of
nodes, which often represent functional units or clusters of
similar interest, but also in uncovering the underlying pat-
terns and dynamics.

However, the phenomenon of community decep-
tion (Fionda and Pirro 2018; Fionda and Pirro 2022; Mar-
cin et al. 2018), which intentionally obscures or falsifies the
true structure of communities, has recently emerged as a
significant challenge. This adversarial tactic can severely
impact the accuracy of community detection methods by
introducing manipulated data, leading to incorrect interpre-
tations of network dynamics. Community deception’s pri-
mary goal is to conceal or distort the structural organization
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of the underlying network for various reasons. These pur-
poses can range from beneficial, such as preserving privacy
within groups operating under covert circumstances (e.g.,
law enforcement units within terrorist networks) or protect-
ing sensitive information, to harmful, including the spread
of misinformation or strategic manipulation.

Despite the growing recognition of community decep-
tion and the subsequent development of a large number of
methods to apply deceptive practices within networks, a
significant gap remains in the field: the absence of a refer-
ence benchmark dataset. This lack of reference datasets for
testing and comparison poses a considerable challenge for
researchers and practitioners. Without a common bench-
mark, evaluating the effectiveness and robustness of differ-
ent community deception methods becomes inherently dif-
ficult, leading to discrepancies in results and hindering the
advancement of reliable solutions. Furthermore, the intricate
nature of community structures across varied network types
necessitates a dataset that is both diverse and representative,
enabling the assessment of algorithms under different con-
ditions and scenarios. This diversity is critical for ensuring
that deception methods are not only effective in theoretical
or isolated cases but are robust and adaptable across the
broad spectrum of real-world applications. The establish-
ment of such benchmark would not only facilitate the direct
comparison of methodologies under uniform conditions but
also accelerate the identification of best practices and the
refinement of techniques.
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The introduction of the Better Hide Communities (BHC)
benchmark dataset responds to these needs by providing a
specialized resource for the evaluation of community decep-
tion algorithms. BHC is designed to ensure a comprehen-
sive platform that facilitates the analysis and comparison of
deception strategies. Through BHC, researchers can explore
a range of network configurations and community detection
algorithms, enabling a deeper understanding of the strate-
gies’ effectiveness and paving the way for the development
of more sophisticated and resilient deception methods.
The design of BHC is guided by several key considera-
tions to ensure its effectiveness and applicability in diverse
scenarios:

e Network Heterogeneity: BHC incorporates a variety of
network structures, facilitating the evaluation of algo-
rithms across different network types. This heterogeneity
ensures that algorithms tested with BHC are versatile and
effective in handling a wide range of network configura-
tions.

e Community Detection Algorithms: A comprehensive
array of commonly used community detection algorithms
is integrated into BHC. These algorithms serve as a basis
for adversarial analysis, aiding in the identification of the
most effective network modifications for hiding a speci-
fied community.

e Evaluation Metric: The Deception Score (Fionda and
Pirro 2018) is used as the primary metric for evalua-
tion within BHC. This score effectively measures several
crucial aspects: the preservation of reachability among
nodes within the target community, the spread of the
target community in the community structure, and the
degree to which the members of the target community
are hidden within larger communities.

e Optimal Deception Strategy: BHC provides tailored
strategies for each community in each network and each
detection algorithm. These strategies detail the optimal
set of network modifications, including both edge addi-
tions and deletions, to most effectively hide the com-
munity from a specific detection algorithm. This feature
allows for a comparative evaluation of various commu-
nity deception algorithms.

Each of these elements is carefully integrated into BHC,
creating a robust and comprehensive framework for analyz-
ing and understanding community deception in network
structures.

This paper extends “Better Hide Communities: Bench-
marking Community Deception Algorithms” (Fionda 2023)
by providing a more detailed dataset description, includ-
ing additional network configurations and parameters, and
expanding the results discussion, offering deeper insights
into how different detection algorithms perform under
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various scenario and helping in identifying potential vul-
nerabilities and strengths within current approaches.

2 Related work

Research on community deception (Fionda and Pirrod 2018)
and hiding (Marcin et al. 2018) explores strategies for
obscuring a specific target community, denoted as %', within
a network’s community structure to evade community detec-
tion algorithms. These approaches focus on identifying the
most effective set of modifications to the network, through
optimization of certain functions, to achieve the desired level
of deception.

The main body of research on this topic works on undi-
rected networks. Nagaraja (2010) proposed a method to
evade detection and hide a community by adding a certain
number of edges. Nodes involved in edge addition are cho-
sen by considering some vertex centrality measures such
as degree centrality. Marcin et al. (2018) and Fionda and
Pirrd (2018) devise deception optimization functions based
on modularity (Newman 2006). Since several community
detection algorithms exploit modularity, the higher the bet-
ter, the underlying idea is that by applying edge updates to
the network to minimize modularity should mislead such
community detection algorithms. Safeness-based decep-
tion (Fionda and Pirro 2018; Chen et al. 2021) has been
introduced to correct for some drawbacks of modularity-
based deception. In particular, with modularity-based decep-
tion, one needs to know the entire network and community
structure to identify the best set of edge modifications while
Safeness-based deception only requires information about
the target community members. Mittal et al. (2021) devised
a deception strategy called NEURAL aiming at reducing
the permanence of the network for a target community. Per-
manence (Chakraborty et al. 2016) is a vertex-centric met-
ric that quantifies the containment of a node in a network
community.

Some recent proposals also considered a node-centric
perspective of the deception problem by allowing also
for node deletions and additions. In this respect, Chen
et al. (2022) investigate strategies for making minimal yet
impactful modifications to improve the privacy of specific
individuals by obscuring their connections within a com-
munity from detection algorithms. This method employs
a selective process for choosing user pairs, coupled with
an adversarial graph generator to efficiently alter network
links. NDec (Pirro 2023) introduces a method that leverages
modularity loss as a means to identify the optimal series of
node modifications (deletion, addition and reassignment of
nodes from one community to another). On the samer line,
NSaf (Madi and Pirro 2023) presents a deception tactic that
focuses on identifying the ideal node updates (both additions
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and deletions) aimed at maximizing safeness, as defined in
Fionda and Pirro (2018).

Recently, some researchers proposed deception algo-
rithms working on directed networks (Fionda et al. 2022),
networks with weights or attributes (Fionda and Pirro 2024)
or overlapping communities (Liu et al. 2022). Some recent
works investigated the slightly different problem of hiding
the entire community structure (Liu et al. 2019; Li et al.
2020; Liu et al. 2022, 2022; Thomas et al. 2021; Chen et al.
2019; Yang et al. 2023; Zhao et al. 2023; Zhao and Cheong
2023). Some more flexible proposals (Chen et al. 2020;
Liu et al. 2021; Zhang et al. 2023) can adapt to hide either
entire community structures, a set of individual nodes or a
community.

3 Preliminaries
3.1 Community deception

The goal of community deception is to design techniques to
deceive community detection algorithms. Specifically, given
an undirected network G = (V, E), with n = |V| nodes, and
m = |E| edges, for a given community ¢’ C V, the aim is to
identify a set of § edge modifications (additions and dele-
tions) to ensure that 4’ remains undetected by community
detection algorithms.

In the following, the degree of a vertex u, denoted as
deg(u), is defined as the number of edges connected to u,
i.e., deg(u) = |(u,v) € E|. Communities within a network,

Detector

as identified by a community detection algorithm .27, are
represented by a community structure C= C,,C,,...,.C,
with C; € C being the i-th community in the community
structure. We consider non overlapping community struc-
tures such that C; N C; = ¢ for each pair of communities
in C.

When considering a specific community C;, edges are
categorized as either intra-community or inter-commu-
nity based on their connectivity. Intra-community edges,
denoted as E(C)), include edges (u, v) where both u and v
belong to C;. Conversely, inter-community edges, denoted
as C‘i, include edges (u, v) where u is a member of C; but
v is not. For a node u within community C;, E(C;, u) (and
similarly, E(E‘i, u)) refers to the set of intra-community (or
inter-community, respectively) edges connected to u. The
community degree is the sum of the degrees of all nodes
within the community, i.e., 8(C)=Y, . 6(w).

The process of community decepﬁon is illustrated
in Fig. 1 as involving a detector (that is, a community
detection algorithm) and a deceptor (that is, a commu-
nity deception algorithm). The role of the deceptor is to
cleverly select a set of modifications (i.e., edge addition
and deletions) that will alter the detection outcomes in
favor of privacy protection. More formally, given a net-
work G = (V, E), a target community ¥ and a predefined
budget § of modifications, the task of the deceptor is to
select the best possible sets E* (edge additions) and E~
(edge deletions), such that |E*| + |E~| < f#, that alter the
network’s structure in a way that obfuscates the presence
of community % from the detector.

Deceptor

Fig. 1 The process of community deception. Given an input network
G, a target community % and a budget # of modifications, a deceptor
strategically performs # edge additions and/or deletions on G, result-

ing in an altered network G’. On this modified network G’ the detector
is no more able to clearly identify % as a distinct community
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3.2 Deception score

In the context of community deception, the quantitative
evaluation of how effectively a deception strategy hides a
target community from detection algorithms is a critical
point. Such an assessment not only provides insights into
the success of the deception but also support the compara-
tive analysis of different strategies and the refinement of
deception techniques. To this end, the Deception Score
has been recently introduced (Fionda and Pirrd 2018). The
Deception Score is a metric designed to evaluate the extent
to which a community has been hidden by a deceptor’s
actions. It incorporates three key dimensions:

e Reachability Preservation: This aspect measures how the
modifications affect the internal connectivity of the target
community. It assesses whether the changes preserve the
ability of community members to reach each other (via other
members of the community), thereby maintaining the func-
tional coherence of the community despite efforts to conceal
its presence.

e Community Spread: This dimension evaluates the dispersion
of the target community members across the communities in
the community structure identified on the modified network.
A higher spread indicates a more dispersed community, and
makes challenging for detection algorithms to identify the
community as a cohesive unit.

e Community Hiding: Measures the effectiveness of
embedding the target community members into larger
communities detected post-deception.

By combining these factors, the Deception Score provides
a comprehensive measure of a deception strategy’s efficacy.
A higher score corresponds to a greater level of deception
achieved, indicating that the target community is more hid-
den from community detection algorithms.

More formally, given a target community

% and a community structure C= {C,,C,,...C,}, the
deception score H(%, C) provides a value in the range [0, 1]
and it is defined as follows:

H(#,C) =

N | =

C,eC

(1- max {R(C:, D)) + 5 (1

|
Community Spread
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where |S(%)| is the number of connected components in
the subgraph induced by %’'s members; R is the recall of the
community C; € C with respect to ¢ defined as

#¢'s members in €, p - .
R(C;,6) = %; P is the precision of the commu-

nity CieE with respect to ¥ defined as

P(Ci, (g) — #6's melrgblers in C,‘

The optimal scenario occurs when each member of
% is assigned to a different community by a detection
algorithm, aiming for the lowest possible maximum
recall value (ideally, 1/]|%]). Community hiding relies on
the average precision P and ideally, each C; in C should
encompass only a small fraction of ¢’’s nodes. In sum-
mary, the deception score approaches 1 if the following
conditions are simultaneously satisfied: (i) the nodes of ¢’
form a single connected component, satisfying “Reach-
ability Preservation”; (ii) each node in ¢ is distributed
across different and significantly sized communities to
meet “Community Spread” and “Community Hiding”.
Conversely, it equals 0 if: (i) each ¥ member is part of a
distinct component; or (ii) €

is entirely contained within another community. Figure
2 illustrates the variation in the deception score as a result
of applying different sets of edge modifications to the net-
work, while employing the same detection algorithm. This
example highlights the impact of network updates on the
effectiveness of deception strategies.

Reasons for choosing deception score In related research,
several alternative metrics have been used to assess decep-
tion effectiveness. Metrics such as the Jaccard index, Nor-
malized Mutual Information (NMI), and Recall are effec-
tive when evaluating deception across entire community
structures. Although these metrics can be adapted to assess
the hiding of a single community, they primarily focus on
overall structural similarity. Specific metrics, like modularity
loss, can measure how well a single community is hidden
within a network, but they have limitations, such as being
effective only when the detector is a modularity-based detec-
tion algorithm. Other possibilities include standard graph

Reachability Preservation
|
] |

8@
1

2CinE A0 P(Ci,%))

I
Community Hiding
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Fig.2 Variations in Deception Score: an illustration of the effect of edge modifications on deception effectiveness using a consistent detection algorithm

centrality measures such as conductance or edge between-
ness, which focus on boundary quality or edge importance
rather than providing a comprehensive evaluation of the
deception’s effectiveness in hiding the community and keep-
ing its internal cohesion.

The Deception Score, on the other hand, was primarily
designed to provide a comprehensive assessment of how
effectively a community is hidden by integrating multiple
dimensions of deception, such as reachability preservation,
community spread, and community hiding. It has been cho-
sen over alternative measures for the following reasons:

e The Deception Score integrates multiple dimensions
of deception, providing a complete assessment of how
effectively a community is hidden, and capturing the
multifaceted nature of community deception.

e [t provides a quantitative measure that can be consistently
applied across different networks and algorithms. This
allows for objective comparisons and benchmarking of
various community deception strategies.

e The Deception Score directly aligns with the primary
goals of community deception, which are to obscure the
true structure of the community while maintaining its
internal cohesion. By focusing on these specific aspects,
the metric ensures that the evaluation is relevant and
meaningful for the intended purpose.

e The Deception Score has been successfully used in pre-
vious studies (Chen et al. 2021; Fionda and Pirro 2018;
Fionda et al. 2022; Fionda and Pirro 2024; Madi and
Pirro 2023; Pirrd 2023), showing its effectiveness in
measuring community deception. Its adoption in our
work leverages this established foundation, ensuring
consistency and comparability with prior research.

e The Deception Score is adaptable to various network
types and community detection algorithms. This flex-
ibility makes it a versatile tool for evaluating deception
strategies in a wide range of scenarios.

4 Benchmarking community deception:
a testbed for deception algorithms

In this section, we introduce the Better Hide Communi-
ties (BHC) dataset, a comprehensive resource specifically
designed to facilitate the study and optimization of com-
munity deception algorithms. Such dataset has been built
by implementing optimal community deception to maximize
deception score. To support reproducibility, further research
in this domain and the use of the BHC benchmark dataset,
we have made both the code and the dataset publicly avail-
able. Interested researchers and practitioners can access and
download these resources from the provided GitHub reposi-
tory at https://github.com/vfionda/BHC.

4.1 Networks

The BHC dataset includes networks ranging from 30 to 50
nodes. For these networks, we have computed the optimal
set of updates that must be implemented to hide a given
target community in terms of the deception score. This was
achieved by exhaustively evaluating all potential subsets of
edge modifications, both additions and deletions, within a
modification budget ranging from 1 to 3.

The BHC dataset is composed of real and synthetic net-
works. Table 1 reports the characteristics of the two real
networks used in the experimental campaign. We used two
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Table 1 Summary of real networks in terms of number of nodes
IVl, number of edges |El, average degree k, density 6 and number of
ground truth communities (# coms)

Net Vi |E| k 1 # coms
Karate (Zachary 34 78 4.58 0.139 2
1977)
Dolphins (Lusseau 62 159 5.12 0.084 4
et al. 2003)

networks: (i) the Zachary’s karate club (Zachary 1977),
a well-known social network that maps the friendships
between 34 members of a karate club at a US university in
the 1970s; (ii) the Dolphin network (Lusseau et al. 2003),
a social network of 62 bottlenose dolphins connected by
159 edges, where an edge represents frequent associations
between dolphins. While the degree distribution of the
karate network resemble a scale-free network, the dolphin
network shows no clear degree distribution pattern.

For the synthetic networks, we used the generator pro-
posed by Lancichinetti et al. (2008). We kept the number
of nodes constant while adjusting other parameters. For
each fixed node count and specific parameter configura-
tion, we generated either one (for 50-node networks) or
five (for 30-node networks) distinct networks. In total, we

created 48 networks, with 40 having 30 nodes and 8 hav-
ing 50 nodes.

The explored network settings, in terms of mixing
parameter y, average degree k, maximum degree k, minus
exponent for the degree sequence ¢, and minus exponent
for the community size distribution ¢,, are reported in
Table 2. This approach facilitated a thorough exploration
of the parameter space, thereby ensuring that our bench-
mark dataset encompasses a diverse range of network
structures. In particular, the exponent ¢, plays a crucial
role in shaping the degree distribution of the generated
networks. A lower value of 7, typically results in networks
with a heavier-tailed degree distribution, where a few
nodes have significantly higher degrees compared to the
majority. Conversely, a higher value of ¢, leads to a more
evenly distributed degree sequence, with fewer nodes
having extremely high degrees. On the other hand, the
exponent #, specifies how the size of communities changes
with respect to their frequency. A lower value of 7, typi-
cally indicates that larger communities are more common,
resulting in a distribution where a few large communities
dominate. Conversely, a higher value of #, suggests a more
even distribution of community sizes, where communities
of various sizes are equally likely to occur. The choice of ¢,
and t, pairs can have significant implications for the overall
network structure. For example, selecting lower values of

Table 2 S.ummary of sythetic Wi p k 3 f f # nets # coms
networks in terms of mixing
parameter u, average degree 30 0.2 5 10 2 1 5 44455
k, maximum degree k, minus
exponent for the degree 30 02 5 10 3 2 5 44445
sequence #;, and minus exponent 30 0.4 5 10 2 1 5 4455,7
for the community size 30 0.4 5 10 3 2 5 4,5,5,5,6
distribution 1, 30 0.6 5 10 2 1 5 44557

30 0.6 5 10 3 2 5 5,5,5,5,6

30 0.8 5 10 2 1 5 4,4,5,5,6

30 0.8 5 10 3 2 5 5,5,5,5,6

50 0.2 8 15 2 1 1 4

50 0.2 8 15 3 2 1 4

50 0.4 8 15 2 1 1 5

50 0.4 8 15 3 2 1 4

50 0.6 8 15 2 1 1 4

50 0.6 8 15 3 2 1 5

50 0.8 8 15 2 1 1 4

50 0.8 8 15 3 2 1 5

48 229

Each entry reports the number of networks generated for the specific configuration and the number of
ground-truth communities for each network, with a total of 48 networks generated and 229 communities
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both ¢, and ¢, may lead to networks with highly connected
nodes forming large communities, resembling scale-free
networks with distinct hubs. Conversely, choosing higher
values for both exponents may result in networks with a
more uniform distribution of node degrees and community
sizes, resembling random networks.

In our benchmark we considered two value pairs. The
first one, corresponding to t;, =2 and #, = 1 suggests a
network where both node connectivity and community
sizes follow a power-law distribution, but with a relatively
gentle slope. This setup might represent social networks
where influencers connect many users, and where large
interest groups dominate. The second pair is ¢, = 3 and
t, = 2 and suggests a network with a degree distribution
that follows a power-law with a relatively steep slope. The
connections are more evenly distributed among the nodes,
meaning that while there are still hubs, the difference in
connectivity between the most and least connected nodes
is less pronounced than in networks with ¢, values closer
to 2. Moreover, with t, = 2, the network’s community size
distribution also follows a power-law, but with a character-
istic that suggests a balance between the presence of large
communities and smaller ones.

In addition, we also considered different values of the
mixing parameter y that quantifies the extent to which nodes
in a network are connected to nodes outside their commu-
nity compared to within their own community. We varied
the mixing parameter in the range [0.2, 0.8] with step 0.2.
A mixing parameter equals to 0.2 implies that 20% of each
node’s connections are, on average, to nodes in different
communities, while the remaining 80% are within its own
community. This indicates a network with strong community
structure, where nodes have a strong preference for forming
connections within their community: networks with such a
low mixing parameter are characterized by high modular-
ity, meaning that they are clearly divided into communities
or modules with dense connections internally and sparser
connections between them. Conversely, a mixing parameter
equals to 0.8 suggests that 80% of each node’s connections
are to nodes outside its own community, with only 20% of
connections within the community. This represents a net-
work with a very weak community structure, where the
notion of a "community" is almost negligible. In such net-
works, the connections are predominantly between commu-
nities, indicating a highly integrated or mixed network struc-
ture with minimal clustering of nodes into distinct groups.
In conclusion, The combination of ¢, t, and u determines the
overall structure of the network, including its modularity,
assortativity, and resilience to perturbations.

4.2 Detection algorithms

To construct the BHC benchmark, we considered seven
deception algorithms available in the CDIib library (Caza-
bet et al. 2022), each selected for its unique approach to
community detection:

e Leiden (1eid) (Traag et al. 2018) An enhanced version
of the Louvain algorithm (Blondel et al. 2008), Leiden
employs a multi-level modularity optimization strategy.
Its multi-level modularity optimization approach offers
greater robustness to noise and outliers in the network.

e WalkTrap (walk) (Pons and Latapy 2006) This algo-
rithm leverages the notion that random walks tend to
stay within the same community, using this principle to
identify communities effectively. It can handle networks
with varying densities effectively, making it suitable for
networks with sparse or dense connectivity.

e Greedy (greedy) (Clauset et al. 2004) Based on a
greedy modularity maximization approach, the Greedy
algorithm iteratively optimizes the modularity measure
to detect communities. It scales well to large networks,
making it suitable for real-time or online applications
where fast community detection is required.

e InfoMap (infomap) (Rosvall and Bergstrom 2008)
InfoMap returns a community structure that provides the
shortest description length for a random walk, making it
a compelling choice for capturing community structure
efficiently. It is robust to changes in network topology
or dynamics, making it suitable for dynamic or evolving
networks.

e Eigenvectors (ei1g) (Newman 2006) Newman’s leading
eigenvector method is utilized in this algorithm, which
detects community structure based on modularity opti-
mization. It offers a global optimization approach to
community detection, capturing both local and global
structure in the network. Moreover, it is robust to noise
and outliers in the network, ensuring stable detection of
community structure even in challenging or dynamic
environments.

e Paris (paris) (Bonald et al. 2018) Inspired by modu-
larity-based clustering techniques, Paris is a hierarchical
graph clustering algorithm that offers a unique perspec-
tive on community detection. It remains effective across
a wide range of network sizes and densities, making it
suitable for networks of varying complexities.

e Combo (combo) (Sobolevsky et al. 2014) Combo is a
modularity maximization implementation of a commu-
nity detection algorithm, providing a robust approach to
identifying communities within networks. Combo algo-
rithm’s modularity maximization strategy often yields
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high-quality community partitions, making it a reliable
choice for community detection tasks.

These algorithms were chosen for their diverse methodolo-
gies and strengths in capturing different aspects of com-
munity structure within networks. Each algorithm brings
unique insights and capabilities to the detection process,
ensuring a comprehensive exploration of community detec-
tion approaches.

Algorithm 1 BHC benchmark generation

4.3 BHC benchmark generation procedure

The procedure outlined in Algorithm 1 is an exhaustive
search strategy designed to identify the set of network
updates that maximizes the deception score for each com-
munity of a given network G and community detection
algorithm .o This algorithm takes a network and iteratively
explores all potential network updates within each ground
truth community of the network to find the optimal set of
modifications at each budget level.

1: function BHCGENERATION(G, 8, &7, C*)

2 res =]

3 for ¥ € C* do

4 intraDel =list intra-% deletion

5: intraAdd =list intra-% addition

6 inter Del =list inter-% deletion

7 inter Add =list inter-% addition

8 for b e {1,..,3} do

9: mazxDec =0

10: bestMods = ()

11: for mods € combination(intraDel U intraAdd U inter Del U inter Add, b) do
12: G’ =apply network editing in mods to G
13: for i =1to 5 do

14: C=d(G)

15; dec = computeDeceptionScore(C,G', €
16: if dec > maxDec then

17: mazxDec = dec

18: bestMods = mods

19: end if
20: end for
21: end for
22: res.append((€, 3, best M ods, maxDec))
23: end for
24: end for
25: return res

26: end function

At each iteration for a given community, the algorithm
enumerates all possible intra-community and inter-commu-
nity updates-namely, additions and deletions (lines 4-7). It
then analyzes every possible combination of these updates
up to a specified budget limit (line 11). For each combina-
tion of updates the algorithm tries to apply such set to the
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network (line 12), and recomputes the community structure
(line 14) to assess the corresponding deception score (line
15). To account for the potential non-determinism inherent
in some detection algorithms (e.g., Leiden), the community
detection and subsequent deception score calculation are
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repeated five times, with the best outcome out of these tri-
als being selected (loop at line 13).

The main goal is to determine the combination of network
modifications that most effectively deceives a given detec-
tion algorithm, for each ground truth community, reflecting
a maximum discrepancy from the ground truth community
structure. The results of this process are a set of network
updates paired with their associated deception scores for
each budget, which are ultimately aggregated and returned
as the output of the algorithm.

4.4 Discussion

In this section we present the results of of the BHC dataset
generation accompanied by some general considerations.

Figures 3 and 4 present the deception scores for all the
community detection algorithms in BHC on the karate and
dolphins networks, respectively, by considering the prede-
fined ground truth communities (two for the karate network
and four for the dolphins network). The figure differentiates
the scores using a color-coding scheme where blue bars cor-
respond to the first community’s deception score, red bars
to the second’s, grey bars to the third and yellow bars to the
fourth community. Each algorithm is evaluated based on its
initial deception score and its response to the deception-wise
best one, two, and three modifications (denoted as ‘initial’,
1, 2, 3). The initial bars per algorithm serves as a bench-
mark, reflecting the inherent capability of each algorithm
to identify the two ground truth communities prior to any
interference.

As expected, subsequent modifications result in a step-
wise increase of deception scores, suggesting that it becomes
more difficult for detection algorithms to discover the
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original community as the number of modifications increase.
Notably, certain algorithms such as Leiden and Eigenvec-
tors for comO and Paris for com1 of the karate network, and
Greedy, Paris and Combo for some of the communities of
the dolphins network, exhibit a steep rise in deception scores
even with the first network editing, indicating their high sen-
sitivity to even minimal structural changes within the net-
work. On the contrary, algorithms like InfoMap display a
more gradual increase of deception scores upon subsequent
modifications, suggesting a certain robustness or perhaps
a threshold up to which they can withstand perturbations
without significant degradation in community identification.

By comparing the deception scores of the two communi-
ties of the karate network in Fig. 3, it emerges that coml
maintains consistently higher deception scores across all
detection algorithms and modification budgets; This could
indicate that com1 has some characteristics making it more
challenging to be detect. By analyzing in more details the
results on the dolphin network reported in Fig. 4 it can be
noted that Leiden, InfoMap, WalkTrap and Eigenvectors
generally show higher deception scores across all budgets,
indicating that the communities detected by these algorithms
are more susceptible to manipulation. Moreover, it can be
noted that Greedy, Paris and Combo show more variabil-
ity in deception scores across different communities and
budgets.

Figure 5 shows in a stacked bar chart the distribution and
frequency of modifications applied to the karate network for
obtaining the maximum deception score across the various
community detection algorithms for the two baseline com-
munities, by considering budget 1, 2, and 3.

By analyzing the chart, several trends emerge. Under the
most restrictive budget (1), on the majority of algorithms
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Fig.3 Deception score for the karate network and the two ground truth communities for all detection algorithms and budget f € {1,2,3}
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Fig. 5 Distribution of types of modification for community detection algorithms on the karate network by budget values

the best deception strategy rely primarily on intra-commu-
nity and inter-community additions, except for the Leiden
algorithm when considering com(, where best deception
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Fig.6 Distribution of types of modifications for community detection
algorithms on the dolphins network by budget values aggregated over
the four ground truth communities
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is obtained with intra-community deletions. As the budget
increases, there is a noticeable shift towards inter-commu-
nity additions, highlighting that this type of modification can
be considered more effective in increasing deception when
more changes are allowed.

The optimal deception of algorithms such as WalkTrap,
Greedy, Eigenvector, and Combo show a consistent pat-
tern of modifications across all budget levels. In contrast,
optimal deception in case of algorithms like Leid, InfoMap,
and Paris displays variable strategies for increasing budgets,
which may indicate a strategic shift when given more free-
dom to modify the network. Inter-community deletions is
notably absent across all algorithms and budgets. As one can
expect, this suggest that such modifications are less effective
at deceiving deception algorithms.

Figure 6 shows the percentage of each modification type
(intra-community deletions, intra-community additions,
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Fig.7 Heatmaps for the maximum increase (upper chart) and average increase (lower chart) of deception scores in 30-node synthetic networks
for all community detection algorithms under budget constraints f = {1,2,3}
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Fig.8 Heatmaps for the maximum increase (upper chart) and average increase (lower chart) of deception scores in 50-node synthetic networks
for all community detection algorithms under budget constraints f = {1,2,3}

inter-community additions, and inter-community deletions)
by considering altogether the four ground truth communi-
ties and the best set of modifications allowing to reach the
highest value of deception score. Across all algorithms and
budgets, inter-community additions represent the majority
of the editings, indicating that adding edges toward different
communities is the most effective modification type for this
network. Intra-community additions also represent a signifi-
cant portion of the modifications but are less prevalent than
inter-community additions. The pattern remains consistent
across different budgets, though the proportion of inter-adds
tends to slightly increase with higher budgets.

The comparison of the results reported in Figs. 5 and 6
suggests that, in general the type of modifications that allow
to obtain the maximum possible deception higly depends on
the type and characteristics of the network. In fact, recall that
while the degree distribution of the karate network resemble
that of a scale-free network, the dolphin network shows no
clear degree distribution pattern and thus it is not possible
to classify it.

Figures.7 and 8 both provide quantitative assessments
of deception scores for synthetic 30-node and 50-node net-
works, respectively, by considering for each network the
ground truth communities provided by the generator. Each
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figure features two heatmaps that detail the maximum and
average increases in deception scores obtained on the vari-
ous detection algorithms in response to optimal modifica-
tions under budget constraints f = 1,2, 3. Columns in each
heatmap represent different detection algorithms, while rows
outline network characteristics.

For both network sizes, the heatmaps are calculated as
aggregates across all ground truth communities within net-
works in each category and benchmarked against initial
deception values obtained before applying any modifica-
tions. In total, the 48 networks generated have between 4 to 7
ground truth communities depending on the specific param-
eters used (see Table 2). The maximum increase heatmap
highlights the most effective modifications at each budget
level, offering insights into the peak deception capability
achieved. In contrast, the average increase heatmap provides
a panoramic view of how deception scores have generally
risen across all modifications and communities.

The data allows for an in-depth comparison of the resil-
ience of various detection algorithms against deceptive
modifications. A consistent trend observed is the increase
in deception scores with respect to the budget of allowed
modifications, except for the Eigenvectors algorithm, which
shows non-convergence issues at the highest budget (§ = 3)
in both network scenarios. In detailed analysis, for the
30-node networks, algorithms such as Greedy, Paris, and
Combo show the highest increases in both maximum and
average deception scores, suggesting a higher susceptibility
to deception strategies. These algorithms typically start with
the lowest initial deception scores, which occasionally reveal
the ground truth community completely, making them more
prone to effective deception. For the 50-node networks, Paris
exhibits the most significant increases in deception scores,
indicating its particular vulnerability. Greedy and Combo
also show high deception increases but tend to start with
lower initial deception values for some communities, echo-
ing similar patterns observed in the 30-node assessments.

As p increases, indicating more inter-community edges,
the deception scores generally increase. This trend is con-
sistent across both 30-node and 50-node networks, indi-
cating that higher mixing leads to more opportunities for
deceptive modifications to disrupt community structures.
However, there are exceptions for the Greedy, Paris, and
partially Combo algorithms, where an inverse relationship
is observed. Networks with higher ¢, and ¢#, values often
exhibit higher deception scores in the 30-node networks,
particularly in algorithms like Greedy and Paris. However,
we cannot observe the same strong tendency in 50-node net-
works. This suggests that small networks resembling random
networks are more susceptible to deceptive strategies.

Overall, these analyses underscore which algorithms
and types of networks are more susceptible to deceptive
strategies and how they respond to increasing complexities
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introduced by higher budget modifications. This compre-
hensive overview helps identify the relative robustness of
each algorithm, enhancing our understanding of their perfor-
mance across different network characteristics and deceptive
scenarios.

Figures 9 and 10 present a stacked bar chart for the Lei-
den, Infomap, Eigenvector and Paris community detection
algorithms, showing the types and proportions of modifi-
cations applied to synthetic networks of 30 and 50 nodes
respectively, to achieve the highest deception scores under
budget § € 1, 2, 3. These modifications are aggregated across
all ground truth communities within each network category.
The values of y, t;, and ¢,, which characterize the networks,
are reported at the bottom of each bar, emphasizing the influ-
ence of these parameters on the network’s structure and the
subsequent optimal deception strategies. The analysis across
both figures indicates that the type of best modifications to
deceive each algorithm varies significantly depending on
the network characteristics and budget levels, showcasing
adaptive strategies based on the allowed number of network
modifications. For both the 30-node and 50-node networks,
intra-community deletions emerge as a prevalent strategy
among most algorithms, particularly at lower budget levels
and in networks with lower values of the mixing parameter
u. This suggests that removing internal community links
is an effective initial strategy for increasing deception, tar-
geting communities with dense intra-links to confuse the
detection algorithms. Conversely, the addition of intra-
community edges is preferred in networks with higher mix-
ing parameter, indicating a strategic preference to increase
internal connectivity as a means of deception. This strategy
inversely correlates with the values of 7, and #,. Particularly,
strategies to deceive algorithms like Eigenvectors and Paris
consistently show a strong preference for inter-community
additions across both network sizes. We observed similar
trends for the other community detection algorithms as well
(complete charts are provided in the Appendix). The data
from these charts not only provide insights into the modifica-
tions that are preferable to deceive each deception algorithm
but also highlight deception algorithms vulnerabilities and
the effectiveness of different deceptive strategies tailored to
the network’s structural characteristics. This comprehensive
analysis aids in understanding which algorithms are more
susceptible to specific types of modifications and how they
might be instructed against such deceptive tactics in practi-
cal applications.

4.5 Potential real-world applications

The BHC dataset and the findings from our benchmark
analysis have several potential real-world applications, par-
ticularly in enhancing privacy and developing more robust
community detection algorithms.
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Fig. 9 Distribution of modification types for community detection algorithms and network characteristics by budget values over 30-node syn-
thetic networks
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Enhancing privacy in sensitive networks By understand-
ing how to effectively hide communities within networks,
law enforcement agencies can better protect the identities
of undercover operatives or sensitive operations from being
detected by adversarial analysis. Furthermore, companies
can use insights from the BHC dataset to protect sensitive
information about their internal structures, such as R &D
teams or strategic partnerships, from being revealed through
social network analysis.

Developing robust community detection algorithms Social
media companies can leverage the BHC dataset to test and
enhance their community detection algorithms, making them
more resilient to deceptive practices. This can help in bet-
ter identifying and mitigating misinformation campaigns or
coordinated inauthentic behavior. Furthermore, in cyberse-
curity detecting and understanding deceptive tactics used in
network structures can aid in identifying malicious activities
such as botnets or coordinated cyber-attacks.

Interdisciplinary applications The insights gained from
studying community deception using the BHC dataset
extend beyond the realm of social network analysis and
can be applied to various interdisciplinary domains. As an
example in epidemiology understanding how diseases spread
within communities is critical for controlling outbreaks. By
applying community deception insights, epidemiologists
can develop strategies to obscure the true structure of trans-
mission networks, thereby protecting sensitive information
about infected individuals and preventing stigmatization.
This can also aid in designing interventions that are less
predictable and more effective in containing the spread.
Furthermore, political scientists can apply detection and
deception techniques to study the formation and influence
of political groups within social networks. By understand-
ing how communities form and how they can be deceptively
modified, researchers can gain insights into the dynamics
of political movements and develop strategies to counteract
misinformation and manipulation in political campaigns.
Finally, marketers can use community detection to identify
influential groups within consumer networks and tailor their
strategies accordingly. Insights from community deception
can help in designing marketing campaigns that are less sus-
ceptible to competitive interference and more effective in
reaching target audiences.

4.6 Limitations

While the Better Hide Communities (BHC) benchmark
dataset provides a robust framework for evaluating com-
munity deception algorithms, several limitations need to be
acknowledged. First of all, the current study focuses exclu-
sively on undirected and unweighted networks. Real-world
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networks can involve directed and/or weighted edges, which
can significantly impact the performance and evaluation of
community deception algorithms. Secondly, this benchmark
is limited to deception obtained by edge additions and dele-
tions only. However, node-based modifications (such as
node addition, deletion, or reassignment) and modifications
to node attributes can also play a critical role in community
deception. Finally, the synthetic networks generated for this
study follow specific configurations (e.g., mixing parameter
u, degree distribution exponent ¢;, and community size dis-
tribution exponent #,). Although these configurations cover
a range of typical scenarios, they may not encompass all
possible real-world network structures.

5 Conclusions and future work

The introduction of the Better Hide Communities (BHC)
dataset represents a significant advancement in the field
of network security, particularly in the niche but increas-
ingly important area of community deception. This bench-
mark dataset is poised to standardize evaluations across
this domain, providing researchers and practitioners with
a robust tool to assess the efficacy of different commu-
nity deception strategies under controlled and consistent
conditions.

Moreover, by providing detailed insights into how differ-
ent detection algorithms perform under various scenarios, it
helps identify potential vulnerabilities and strengths within
current approaches. This not only aids in refining existing
techniques but also in designing new algorithms that are
more resilient against deception.

The BHC dataset has set the stage for numerous future
investigations. One immediate area of potential research
is the enrichment of the dataset to include more complex
network scenarios, such as those involving direct networks
or overlapping communities, as well as dynamic networks.
Additionally, exploring the integration of machine learning
techniques to predict and optimize deception strategies could
further enhance the capabilities of community deception
methodologies.

Appendix A

Figures 11 and 12 present a stacked bar chart for each com-
munity detection algorithm, showing the types and propor-
tions of modifications applied to synthetic networks of 30
and 50 nodes respectively, to achieve the highest deception
scores under budget f € 1,2,3. These modifications are
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Fig. 11 Distribution of modification types for community detection algorithms and network characteristics by budget values over 30-node syn-
thetic networks
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Fig. 12 Distribution of modification types for community detection algorithms and network characteristics by budget values over 50-node syn-

thetic networks

aggregated across all ground truth communities within each
network category. The values of y, t,, and #,, which charac-
terize the networks, are reported at the bottom of each bar.
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